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What is a 
Social Media 
Policy? 

A social media policy is an official
company document that provides
guidelines and requirements for your
organization’s social media use. It
defines the procedures and
guidelines for social media and
covers your brand’s official channels,
as well as how employees use social
media, both personally and
professionally. 

A social media policy is a crucial tool
for any organisation—even if your
organization doesn’t use social media
because your employees almost
certainly do.  

The policy should apply to everyone
from your founder/CEO to your
summer interns. 
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https://blog.hootsuite.com/social-media-guidelines/
https://blog.hootsuite.com/simon-kemp-social-media/


Why do you need a 
social media policy?

An official company social media policy is
an important document. It helps maintain
your brand voice while mitigating social
media risks. It defines what an employee
can or cannot say about the company for
whom they work – this is especially
important given that 8 in 10 workers
report using social media in the
workplace, and 98% of employees use at
least one social media site for personal
use, of which 50% are already posting
about their company. Given the stats, you
can be sure that a small number of
employees will be posting about their
company whilst at work. But regardless of
where they post, it is crucial that
employees understand their personal 

responsibility – and accountability – when
it comes to sharing their opinions about
their employer online. 

It is also important if your company
maintains its own online presence –
however small that might be. Even if you
have just one person running social
media, they need to be clear on your
brand position. And if you have multiple
people managing multiple accounts a
strong policy will ensure every post is
consistent and on brand. It also means
that if an unexpected social media storm
erupts, you have the tools to handle it
swiftly and seamlessly. 
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https://blog.hootsuite.com/how-to-build-an-authentic-voice-on-social/
https://blog.hootsuite.com/social-media-security-for-business/
https://www.pewresearch.org/internet/2016/06/22/social-media-and-the-workplace/
https://www.webershandwick.com/news/employee-activists-spark-a-new-social-movement-in-the-digital-age/
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What to consider 

1. Define Social Media 
Social media is a huge and ambiguous
term. You may wish to include the
following in your definition: blogs, forums,
social networking platforms, video sharing
and other communication apps. 
Be specific. 
This is an important part of your policy to
keep up to date as social media platforms,
preferences and trends change
dramatically year on year (sometimes
month on month).  

2. Roles and responsibilities 
Who owns which social accounts? Who
covers which responsibilities on a daily,
weekly or as-needed basis? It can be
helpful to include names and email
addresses for key roles, so employees from
other teams know who to contact. 

Posting and engagement 
Customer Service 
Strategy and planning 
Advertising 
Monitoring 
Crisis Response 
Approvals (legal, copyright, financial
etc) 
Social Media Training 

Responsibilities to cover might include: 

If nothing else, this section should
establish who can – and cannot - speak for
your brand on social media. 

There are a number of key considerations you’ll need to address to ensure your
Social Media Policy is as comprehensive as possible. The scope of these needs will
vary between organisations, industry and company size but in every case there is at
least the need for a ‘nod’ to these areas.  
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This is a preview. 

Join us to gain full access to all of our policy guides
and templates along with other exclusive benefits. 

If you have any questions please contact a
member of the team at info@esgmark.co.uk

https://www.esgmark.co.uk/join-us
https://www.esgmark.co.uk/benefits-1
mailto:info@esgmark.co.uk


How often do your account passwords
get changed? 
Who maintains them, and who has
access to them? 
How often is your organisational
software updated? 
What devices can be used on your
network? 
Can employees use personal social
accounts on office computers? 
Who should employees talk to if they
want to escalate a concern? 

3. Security protocols 
Social media comes with its own unique
set of risks and security requirements. Your
social media policy gives you the
opportunity to provide guidance on
identifying and dealing with them. 
Topics to cover include: 

A solid social media policy combined with
proper security protocols help protect your
accounts against phishing, hacking, and
impostor accounts. 

Your crisis management plan should
include: 
An up-to-date emergency contact list
with specific roles: the social media
team, legal and PR experts—all the way
up to senior management decision-
makers 
Guidelines for identifying the scope of
the crisis 
An internal communication plan 
An approval process for response 
Being prepared in advance will improve
your response time and reduce stress
for those directly managing the crisis. 

4. A plan of action for a security 
or PR crisis
One goal of your social media policy is to
prevent the need for a social media crisis
management plan. But it’s best to have
both. 
Consider whether these should be two
separate documents, especially if your
social media policy will be posted publicly. 
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How to comply with copyright law on
social media, especially when using
third-party content 
How to handle customer information
and other private data 
Restrictions or disclaimers required for
testimonials or marketing claims 
Confidentiality regarding your
organization’s internal information 

5. An outline on how to comply 
with the law 
Details will vary from country to country
(and in America, even state to state). The
requirements are much stricter for
organisations in regulated industries. Be
sure to consult your legal counsel for this
section and – if you have one – a member
of your compliance team. 
At the very least, your policy should touch
on the following 

6. Guidance for employees’ personal
social media accounts 
For most companies this is the most
difficult part of their Social Media Policy
as it has direct implications for your
business’ right(s) to involve itself in an
employee’s private life.  
The key here is to make clear that your
organisation only takes note of that
employee’s private online social activity if
and when they make reference to their
employer  
As social media management platform
Hootsuite says “you can’t get too
draconian about how employees use their
personal social accounts. Especially if
there is no way for a casual observer to
identify them as an employee of your
company.” 
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Guidelines about content showing the
workplace 
Guidelines about content showing the
uniform 
Whether it’s okay to mention the
company in profile bios 
If yes, what disclaimers about content
representing personal rather than
corporate opinions are required
The requirement to identify
themselves as an employee when
discussing the company or
competitors 

However, there are some widely accepted
policy points related to employees’
accounts: 

7. Employee advocacy guidelines 
Your social media team probably speaks
your brand’s voice in their sleep. As does
your Founder or CEO. But what about
everyone else? 
Employees who are excited about their
work can be some of your best
advocates on social media. 

Do you have an approved content
library and how can employees access
it? 
Are employees allowed to engage with
people mentioning the brand on
social? 
How should employees deal with
negative comments about the
company on social, and who should
they notify? 

But they may not always know exactly
what is appropriate to say and when. For
example, you don’t want an overly keen
employee posting about a new product or
feature before it launches. Once that
feature goes live, though, you want them
to have all the tools they need to share it
with the world. 

Some important items to include in this
section of your policy are: 
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https://blog.hootsuite.com/a-6-step-guide-for-creating-an-employee-advocacy-program-for-your-business/


To request our Social Media Policy template,
please email us at info@esgmark.co.uk and we will
happily share it with you. 

If you have any questions or need further help in
putting your Social Media Policy in place, please do
not hesitate to contact the ESGmark® team.  

https://www.esgmark.co.uk

@ESGMARK

@esgmark_official

@ESGmark

@ESGmarkOfficial
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Join us to gain full access to all of our policy guides
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